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sé: 3 /YCBG-BVDK Tras Cit, ngdy 7 thang /) ndm 2026

Vv ban quyén phan mém diét virus
may tinh

Kinh gui: Céc don vi quan tam

Can ¢t nhu cdu sir dung ban quyén ph&n mém diét virus may tinh nam 2026,
Bénh vi¢n da khoa khu vuc Tra Cu kinh dé nghi cac don vi ¢6 quan tam, du nang
luc cung cap ban quyén phan mém diét virus may tinh nam 2026 dép ing dugc vai
cac yeu ciu dé thyc hién nhu sau:

Phdn mém diét virus may tinh (Chi tiét tai phu luc 1)

- Thot gian nhén bdo gid: tir ngay 08/04/2026 dén hét ngay 18/04/2026. Yéu
ciu dorn gia trén bao gid phai bao gdém day du phi, thué va hiéu luc cua bo g1 co
gia tri it nhét 90 ngay ké tir ngay ky

3. Noi nhan bao gia: Bénh vién da khoa khu vue Tra Ca

Hinh thue nhén béo gia: Ban gidy (co chir ky, dong diu cua dai dién hop phap
cua quy Cong ty) gui vé dia chi dp 1, xa Tra Cu, tinh Vinh Long.

So dién thoai lién hé: ()933981840

Xin tran trong cam on./.

Noi nhan: K1 GIAM DOC
- Nhur trén; Oy
= Lyn: VT.

Tran Vin Thé
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PHU LUC I
DANH MUC CHUC NANG PHAN MEM
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Noi dung

Chal lugng cua phﬁn mém Anti-Virus

San phim c6 tén trong cic 1an cong bé danh myc san phidm phong, chéng phan mém
ddc hai dap Gng yéu cau k¥ thuat theo Chi thi s6 14/CT-TTg ngay 25/5/2018

Co chie nang két ndi, chia sé thong tin tir hé théng quan ly tap trung voi hé théng k¥
thudt cua co quan chire ning theo tiéu chuén, quy chuan quéc gia va yéu céu k¥ thudt
tai Van ban s6 2290/BTTTT-CATTT ngay 17/7/2018.

Phén mém phai duge sir dl,mg nhiéu va cé uy tin tai Vi¢t Nam, dat dugc sir cong nhin
va chimg minh bing c4c giai thudng do ngudi tiéu dung binh chon

Phédn mém la san pham ndi tiéng trén thé gidi, ¢o trong danh sach danh gia va duge
chimg chirng nhén boi AV-Test, AV-Comparatives

Ng6n ngir phan mém: hd trg tiéng Viét va tiéng Anh

Phin mém Anti-Virus bio vé cho cdc hé didu hanh

May tram va may chu: Windows, Linux, MacOS

Ban quyén phai bao vé cho thiét bi Android va iOS cia nhan vién (khéng mua thém)

Ban quyén phai bao vé cho Microsoft Office 365, tich hgp bao vé Microsoft Office 365
(khéng mua thém)

Khii niing bao vé ciia phin mém Anti-Virus

w
[

Kh: niing bio vé chéng Malware

Bdo v¢ trong thoi gian thye chong lai cac loai malware

Kha nang tu bao vé: Khéng cho phan mém_ déc hai vo hiéu hoa; dat mat khau dé bao V¢
chuong trinh; ngén chiin qua trinh di¢u khién phan mém antivirus tir may tinh diéu khién
tir xa

- Cong nghé quét thong minh loai trir cac tap tin da quét (chi quét nhing files méi va

nhimg files cé su thay ddi so v&i lan quét virus gan nhit)

Co thé tay chlnh quét sdu, quét nhanh, quét khu vuc quan trong, quét toan by mdy tinh,
quét system memory, quét boot sector, quét ddi twong dugc tai khi khoi dong OS, quét
OS backup

C6 thé ra 1&nh quét biing tay hoic theo lich

CoOng nghé phat hién cac trang web va email ltra ddo

3.2

Khi niing biao vé chong Ransomware

Cong nghé khic phuc hau qua, phuc héi (rolling hack) trong thoi gian thye, nham phuc
héi (restore) ty dong ngay lip tirc trang thai ban ddu cia cac tap tin bi phan mém doc
hai can thiép ma hoa

Cong nghé chéng ransomware bao vé riéng cho h¢ diéu hanh Windows Server

Cong nghé bao vé cac thu muc chia sé khoi ransomware
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Noi dung

C6 cong nghé bao vé cic dudi file chi dinh, chi cho phép céc chuong trinh tin (uong
mdi duge phép can thi¢p chinh sura cac loai file dugc bao vé, nham bao v¢ dir li¢u cua
doanh nghi¢p khoi ransomware

Khi niing bio v¢ ning cao bing cong nghé phin tich hanh vi va dién todn ddm

may
Cé cong nghé phan tich hanh vi voi kha néng nhén di¢n virus dua trén viéc phan tich |
- hanh vi cta doi tuong (thay vi chi dva vao co s dir liéu update)

C6 cong ngh¢ kiém sodt sy bat thuong, gidm sét va chin cic hanh dong dang ngcr khong
phai la dién hinh cua cac may tinh trong mang cua cong ty, st dung m{t tap hgp cac
quy tic dé theo doi hanh vi bit thuomg. Cong nghé phai ¢6 kha niang hoat dong & ché
dd training mode hodc real time
Ngoai viéc bao vé dya trén co s& dir liéu update, phin mém phai ¢6 cong ngh¢ bao mat
dam may v6i kha nang Lel néi thudng xuyén voi co s dir lidu dién toan dam mdy cua
héng dL, cap nhat cac mbi de doa nguy hiém méi nhit (mac du chuong trinh chua kip
két ndi may chu dé update)
Cong nghé¢ bao mat dam may phai c6 kha nang xt ly cac mdi nguy hiém mai nhit va
dang bung phat, dugc tao thanh tir hang tri¢u ngudi dung phdn mém antivirus trén toan
thé gidi dé dam bao tinh toan ciu va phé bién

3.4 | Kha ning bio vé chong hacker va tin cong mang
Cho phép giam sat trong thai gian thuce toan b giao tiép vao va ra may tinh thong qua
céc Port, dia chi [P, img dung
Kha niing cho phép hodc ngin chan cac port chi dinh
Hé théng phét hién cac cude tin cOng, gitp theo ddi, phat hién va ngén chin céc cude
tdn cOng mang, ¢6 cac bao cédo chi tiét

3.5 Khai niing quét va ngiin cin viée khai thdc 16 hdng bio mit
Kha ning quét toan b h¢ didu hanh va cac phan mém dé phat hién 16 hong bao mat

' Kha nang hoat dong theo thi gian thyc dé phat hién 16 héng bao mét khi chay céc ing

dung
Thiét ldp mirc 6 quan trong cua cac 16 hdng bao mat, va dua ra khuyén cao dé va 15
héng bao mat do.
C6 kha nang ngén chan hacker va cac phin mém déc hai khai thac 15 héng bao mat cua
hé diéu hanh va cac phan mém, mic du céc 16 hdng chua duge va 16i

3.6 | Kha niing Kiém soat thiét bi (Device Control)
Quin 1y thiét bj (cho phép dimg hofic khong diing) dya trén phén logi cua thiét bj hoge
loail bus két noi
Ty dong do quét thiét bi luu trir ngoai vi dé tim kiém ma déc ngay khi duoc cim vao
may tinh
Kha ning tao danh sach tring dya trén s6 serial

3.7 | Khi niing kiém sodt trang Web (Web Control)

Chinh séch ngin web theo dia chi chi dinh, theo phan loai sdn c6 (game, tm tic, mang
x3 hi, web mail,...), theo loai dit li¢u (Video, Sound,..) hodc theo mac hang danh gia
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Kha néng tu tao cac nhom phan loai web theo chinh sach riéng

Bao céo vé tat ca cac hoat déng truy cap web cua ngudi dung trén may tinh

3.8 ' Kha ning Kiém soat img dung (Application Control)
Ty dong phan loai cac img dung cai dit trén méy tinh vao cdc nhom: Tin tuong, Han
ché thap, han ché cao, khéng tin tuéng. M&i nhém cé quyén truy cdp vao hé théng khac
nhau
Tao danh séch tring (cho phép chay) hoiic danh séch den (khang cho phép chay) theo |
timg Umg dung chi dinh, thco nhém cdc ing dung chi dinh, theo nhém phan loai (mg
dyng sdn c6 (Office, Chat, Media,..), theo danh gid hang bao mét va uy tin cia img dung |
C¢6 kha nang dua mét img dung vao viing tin tudng »a loai trix
Kha nang han ché mot s6 hanh dong cu thé cia cdc ing dung duge chi dinh (tru}, cap
thiét bi, truy cp registry, tu sao chép, nhin déi tién trinh,...)
Cloud Discovery, giam sat vi¢e sir dung cac dich vu ddm may trén Windows
Cloud Blocking, chin truy ¢ip dén cdc dich vu dam may trén Windows
Data discovery bao v¢ dir li¢u nhay cam trén Microsoll sharepoint, Onedrive, Teams
3.9 | Kha ning mi héa dir li¢u (Data Encryption)
M3 héa muc File, Folder, Full Disk, 6 dia di dong (hd trg ché do Portable File Manager
dé c6 thé ma dir liéu trong 6 dia di dong bi mi héa ¢ cac may tinh chua cai dat Endpoint) |
Ché d§ END USER TRANSPARENCY, hoat dong trong suét, nguoi diing cudi ¢ thé
khéng nhén thirc dugc cong nghé ma hoa dang chay. )
Ché d6 PRE-BOOT AUTHENTICATION trong ma héa Full Disk, ding nhap mét 16p
trude khi hé diéu hanh khoi dong
Source cai dat tich hgp vao phan mém antivirus, khéng cén mot phin mém ma héa riéng
biét va duge quan ly qua céng cu quan tri tip trung duy nhét
3.10  Khi ning cung ciip cic tinh niing quén tri hé théng (System Management)
HO trg cai dit trién khai hé diéu hanh va cac phin mém cua hang thi 3 tir xa
Quan 1y, cai dat 15 héng bao mat vi ban va 18i tip trung ciia cac phin mém va hé diéu
hanh
Quan ly phan mn,m phén cling: tr dong discovery, mvenmr\* notification va tracking
tat ca cic phan mém va phén cimg
Tuwong thich véi cac hé thong SIEM (QRadar, ArcSight, Splunk, Syslog)
3.11 | Kha niing cung cép tinh ning phén tich diéu tra ngudn gbc tin cong

Cung cap kha naing hién thi rd rang hon vé cic déi trgng dgc hai bang “thé su ¢6”, md |
ta chi tiét qua trinh lay _nhlem, vGi dudng lay lan cia dbi tugng, liét ké cac dir li¢u duqc
thu thép trong thé su ¢d nhu: registry, file drop, network

Xem toan bd pham vi cua bat ky méi de doa nao. Hiéu nguyén nhén gbe ré cua méi de
doa va cachno thuc qu xdy ra. Tim ra dot tan cong bét déu tir dau" khi nao? méi de doa
ndy co con dang 4 an nap & déu? dé loai bo cac gbe ré clia cude tén cong do
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HJ trg kha nang truy van théng tin m& rong vé doi tugng nguy hiém trén Threat
Intelligence Portal cua hang

Kha niing ra 1énh ¢6 ldp cdc may bi nhiém ra khéi mang. Hodc tao thao tac quét va ¢d

Co tinh néng tu dong remove phan mém antivirus khéng tuong thich trong qua trinh |

3.12 | Kha ning cung cép tinh ning quét dua trén chi diu xdm nhﬁp (IOC Scan)
| C6 kha nang tao chi ddu xam nhap 10C tir cac dir liéu thu thdp dugc

C0 kha niing quét chi dau 10C trong toan b hé thong, chon cac hanh dong s& dugce thuc
hién khi quét IOC phat hién ra ddi twong nguy hiém: ¢o lap rnﬁy tinh khoi mang, chay
quét cac khu vue quan trong trén may tinh, tao ban sao dén ving cach ly va xoa dbi
tugng,.

3.14 | Khi niing phén @ng nhanh chéng dé tranh thiét hai thém
Co kha nang dua ra cac phan g nhanh véi céc méi de doa phuc tap, tinh vi, dang an
nip truéc khi chiing giy ra cic thiél hai khac (sau khi da diéu tra): prevent, isolate,
Move to Quarantine...
Ngin khdng cho tip tin ddc hai chay va 1dy lan khip mang trong hodc sau qué trinh diéu
tra
T dong céach Ty cac tép tin lién quan dén cac mdi de doa tinh vi dang 4n ndp trén tit ca
cac diém cudi
lap cac may bi nhidm néu chiing ¢6 céc chi ddu xam nhap IoC chi dinh
Cybersecurity fo I'T Online Training : khéa hoc nidng cao kha néng phat hién va xu ly
sur ¢0 cho online IT.

4 | Khi ning quin ly tiip trung cua phin mém Antivirus

4.1 | Kha niing trién khai tir xa
Phan mém quan 1y tip trung c6 thé cai trén may tinh Windows hodc Linux dat tai hé
théng cta khich hang
Phin mém quan trj tap trung dugc quan ly qua On-premises console hodc qua Web
Console
Tu phan mé&m ‘quan tri t@p trung, co thé trién khai cai dat tr xa chuong trinh
antivirus dén tit ca cac may tinh trong hé¢ thong mang
trién khai
I]o tr¢ phuong phap cho nhan vién tham gia vao qua trinh trién khai. Chi can click 1
lan vao ﬁ‘le cai dat tr dong, thi chuong trinh antivirus ty dong cai dit vao may tram va
két noi vé cOng cu quan tri tap trung
Kha nang tr dong move cac may tinh mdi vao group theo cic diéu kién didt ra va
dong deploy phan mém antivirus dén cac may tinh mai trong group

4.2 | Kha ning quan ly tap t(rung

Quan ly tap trung tinh hinh virus trén tdt cd cic may tram va mdy chu trong toan bo hé
thong

Thiét lap tip trung cdu hinh ctia phin mém antivirus theo chinh sach ctia t& chire. Chinh
sach s& dp dung theo timg group may tinh chi dinh. Ngudi dung khéng c6 quyén thay
doi céc thiét 1ap (ngoai trir truomg hop duoc cap quyen)
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Cép nhat co s& dir liéu virus tap trung, theo lich

Phin mém quan tri tap trung 6 kha nang phat hién cac 16 hong bao mat ciia h¢ diéu
hanh va cac phan mém cai dit trong h¢ thong

Phin mém quan tri tap trung ¢ kha ning quan 1y tap trung tit ca cac tap tin chira ma
doc (hodc nghi ngo chira ma dc) da bj xu ly boi chuong trinh antivirus duge cai dat
trén tat ca cac may linh trong hé théng mang. Tap tin dugc luu trir voi dinh dang an
toan, gitip tranh truong hop mat mat dir lidu do nhén dang 1am

Phin mém quan tri tap trung cho phép ngudi quan tri ¢6 thé dat lich quet dinh ky, ciing
nhu ra I¢nh quét tai mot thon diém bat ky, cho cdc méy tram tham gia hé thong. Viéc
ndy cé thé duoc thyc hién theo timg nhém méay tinh khic nhau.

Kha nidng quan ly tap trung theo mé hinh phan cap master - slave

Phin njém quan trj tép trung phai c6 chinh sach bao v¢ linh hoat khi cé su buing phat
cta phan mém ddc hai, tr dong thay doi policy dé nang mirc d§ bao v¢ cao hon khi phét
hién s6 lugng virus bung phat trong mét khoang thoi gian chi dinh cu thé

Phan mém quan trj tap trung phai cé kha ning cho phép ra 1énh x6éa dir li¢u chi dinh tir
xa khoi may tinh cua ngudi ding.

4.3

Kha niing quan Iy bio cio vil sur kién

[1ién thi théng tin bao cdo trén Dashboard

Bao cio vé qué trinh hoat dong cua tat ca cc thanh phan bao vé va phai duge phan loai
theo mirc d quan trong

théng tin can thiét

Cho phép tao ra cic bao cao theo mau chuin hodc tuy chinh dé tao bdo cdo véi cic

Ca tinh nang lhéng ké danh sch cdc may tinh cd cing mét diéu kién chi dinh gidng
nhau

Béo co ¢6 thé dit lich dé giri qua email va cé thé luu trir dudi cdc dinh dang HTML,
XML, PDF

Luu trir (4p trung tit cé cac sur ki¢n. Event phai dugc phan loai mic d quan trong

Phai tich hop duoc véi cée hé thong SIEM

H& tro thiét lap giri thong béao tirc thoi cac sur kién nghiém trong (qua Email, SNMP,
SMS, chay Script)

Hb tro k¥ thuit

Don vi cung cap phan mém phal cd trmg dai hd trg k¥ thudt tir xa tai V iét Nam vai thoi
gian hd trg tat ca chc ngay trong tudn (lu 8h sang dén 10h dém)

Nhén vién truc tong dai hd trg k¥ thuat phai duge dao tao va ¢6 dugce chimg chi tir hing




